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Introduction & Purposes
Cryptography is an essential technology in 
modern society for ensuring confidentiality, au-
thentication, and integrity of information. Cryp-
tographic schemes are designed using mathe-
matical structures, and their security is evaluated 
through mathematical and computational analy-
sis.

Elliptic curve cryptography (ECC), which is based 
on the arithmetic of elliptic curves over finite fields, 
is widely used in practice and is trusted for its strong 
security and efficiency.

On the other hand, many existing public-key cryp-
tography, including RSA and ECC, are known to 
be vulnerable to large-scale quantum computers. 
This has motivated extensive research on 
post-quantum cryptography (PQC). One import-
ant research direction in this area is isogeny-based 
cryptography, which uses isogenies between su-
persingular elliptic curves.

Outline & Descriptions
This course begins with an overview of cryptography and then 
introduces ECC and number-theoretic algorithms, including 
point-counting algorithms and algorithms for the elliptic curve 
discrete logarithm problem.

We will also discuss the background of post-quantum cryptog-
raphy and introduce isogeny-based cryptography, together 
with the related arithmetic of elliptic curves and isogenies.

If time permits, we will discuss recent developments and fur-
ther topics in isogeny-based cryptography.

Prerequisites
1. Basic knowledge of algebra, particularly finite fields
2. Elementary number theory
3. Familiarity with elliptic curves is helpful but not required
4. No prior knowledge of public-key cryptography is required
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